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What’s Inside
The time has come: Companies from across the financial sector are gearing up for the much-anticipated U.S. 
rollout of Same Day ACH, which will be implemented in three phases starting in this month.

From ACH integration to fraud protection, companies have recently demonstrated products and services in 
preparation of the Faster Payments implementation, which takes effect on Sept. 23. Partnerships were also a 
focal point for some businesses in the space. 

For this month’s Faster Payments Tracker™ cover story, PYMNTS spoke with Luis Rojas, vice president 
of product management for Guardian Analytics, an online security firm, to discuss the impact of a faster 
processing environment, the potential for increased fraud, and how to mitigate that risk.

The Tracker also features news highlights from across the Faster Payments ecosystem.

What’s happening in the Faster Payments world 
The transition from physical currency to digital continues to gain traction with consumers, and bearing this in 
mind financial companies have taken steps to improve their payment-related technologies.

For example, real-time payments provider Dwolla recently launched a dashboard that merges ACH features into 
business processes and helps smaller businesses access similar automated payments transfer management 
data previously made available only to larger companies. The dashboard, dubbed the Dwolla ACH API, allows 
users to see transaction information as well as business trends.

From a security standpoint, Guardian Analytics has launched a real-time ACH service that provides protection 
against potential fraud associated with a faster payments environment. The services, called the Guardian 
Analytics ACH-ODFI Real-time and ACH-RDFI Real-time, respectively, instantly put high-risk batches through 
review while quickly processing lower-risk batches.

Aside from fraud, it was a busy month for Early Warning, as the company formed multiple partnerships with 
some major players from the sector, including Fiserv, Mastercard and Visa, to expand their person-to-person 
(P2P) payments reach.

http://www.pymnts.com/news/payment-methods/2016/dwolla-ach-api-tool-small-businesses/
http://www.pymnts.com/news/security-and-risk/2016/guardian-analytics-same-day-ach-fraud/
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What’s Inside

Fiserv will help broaden the reach of Early Warning’s real-time P2P solution, enabling seamless money 
movement across thousands of financial institutions.

Meanwhile, Early Warning’s clearXchange network can now process P2P payments between the  
200 million-plus Visa debit cards in the U.S., including payments to non-Visa-branded cards.

Lastly, Early Warning is also leveraging Mastercard Send to allow U.S. debit card users to send and receive 
payments via the clearXchange network.

Check out the Tracker’s News section for the latest updates from around the Faster Payments sphere.  

http://newsroom.fiserv.com/releasedetail.cfm?ReleaseID=982507
http://www.pymnts.com/news/payment-methods/2016/visa-direct-expands-real-time-payments/
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Will Same Day ACH Rollout Spark A Fraud Spike?
With the Same Day ACH rollout coming in just two weeks and other faster payments initiatives taking 
off, financial institutions (FIs) are taking significant steps to ensure the transition to a faster processing 
environment, including improving their payment security platforms to keep fraudsters at bay.

As quicker processing comes into play, the time is ripe for fraudsters to take advantage of potential 
weaknesses in their existing payments processing machinery. 

PYMNTS recently spoke with Luis Rojas, vice president of product management of Guardian Analytics, an 
online banking security firm, about the effect of a faster processing environment, the potential for increased 
fraud, and how to mitigate that risk. 

The Mountain View, Calif.-based company has surveyed its customer base of more than 420 FIs, which have 
assets ranging from $100 million to more than $650 billion, about the impending Same Day ACH rollout and 
other faster payments initiatives. 

“We’ve seen in the past that anytime there’s been a movement toward accelerated payments, the fraudsters 
see that as an opportunity” to gain accelerated access to funds, he said.

How fraudsters attack
Faster payments create an environment in which there are shorter processing windows and more submittals 
throughout the day, all of which reduces the amount of time FIs have to investigate fraudulent activity because 
they have to do more in a shorter period of time.

When the United Kingdom introduced faster payments in 2008, there was a 132 percent spike in fraud as 

“
”

... successful cyberattacks  
could cause significant  
financial repercussions 
for banks...

http://guardiananalytics.com/about/
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cybercriminals tried to take advantage of the reduced time frame, according to Rojas. This fraud increase 
came after various financial institutions failed to implement a solid authentication apparatus to keep a check 
on fraudsters. In 2009, it was 14 percent higher than levels seen the previous year. And after a brief dip in  
2010-2011, the increase continued until it peaked in 2014, according to Financial Fraud Action UK. 

In the United States, Rojas predicts a comparable pattern and anticipates criminals using sneaky tactics during 
cyberattacks.

“People are bracing for a similar spike here,” he added. “We think that fraudsters will try to slip in during very 
busy times, but particularly when banks are up against the cutoff windows.” 

They may also try to break up larger transactions into smaller transactions and space them out so that they 
become harder to detect and at least one of them has the chance to get 
through, he said.

Impact on Same Day ACH rollout 
If NACHA’s projections come to fruition, about 1.4 billion Same Day ACH 
payments will be made yearly in the decade following the complete 
implementation. Use cases for Same Day ACH include  
account-to-account transfers and same-day payrolls, to name a few.

One of the potential difficulties that Same Day ACH implementation 
poses for FIs relates to how they control their sensitive data, Rojas said. 
Mid-tier and larger banks typically have their ACH processing deployed in 
their data center, which allows them to maintain control of data that can 
be routed. However, it’s a different story for the more diminutive players from around the space.

Smaller FIs tend to rely more on hosted services and software-as-a-service solutions, so data doesn’t live 
within their custody, Rojas said. Banks also don’t want to engage in costly and time-consuming reversals.

“They’re really at the mercy of their ACH processing provider, and it resides in some external data center 
somewhere,” he said. Rojas suggests that companies talk with their hosting provider and explain that they 
must send their data for fraud scanning with a work flow defined that allows them to do so before data is 
submitted for payment.

Of the 420-plus customers, Rojas said about 140 are currently using one of the company’s two ACH products, 
dubbed the ACH ODFI and ACH RDFI. ODFI focuses on the origination of transactions, while RDFI concentrates 

       We’ve seen in the 
past, anytime there’s 
been a movement 
toward accelerated 
payments, the 
fraudsters see that 
as an opportunity.”

“

https://www.frbatlanta.org/-/media/Documents/rprf/rprf_pubs/2016/risks-in-faster-payments.pdf
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on receiving transactions. About 20 percent of the company’s 5 billion transactions made every year are of the 
ACH variety, according to Rojas.

He said the majority of the company’s customers view the upcoming Same Day ACH implementation in one of 
two ways: that it’s simply a regulatory compliance issue they must address now or it’s a longer-term initiative 
that could lead to business opportunities. 

“The banks are saying, ‘This is a way for us to attract bigger and better 
customers,’” Rojas stated. “They view this as an opportunity to offer 
better services or, in other words, accelerated payments with perhaps 
higher limits, as well as reduced friction to the customer experience.”

With the industry moving in this direction, Rojas believes Same Day ACH 
should be a boon for businesses.

“It creates a better commerce environment between originators and 
beneficiaries,” he said. “There’s a confluence of initiatives that are 
driving toward electronic payments, faster (payments) and automation.”

Risky business
While Same Day ACH and other quicker payments initiatives may create 
opportunities for business, they could also increase risk for fraud. 
Fraudsters try to explore these vulnerabilities that they see in different 
payment systems and will take advantage of that, Rojas said.

One way to protect companies from cyberattacks is to use behavioral analytics instead of more rules-based 
solutions that have a tendency to generate false positives, in Rojas’ words — something that Guardian 
Analytics has made a part of its offering. 

Behavioral analytics doesn’t require the company to get in the mind of the fraudster but instead looks at the 
statistics related to an individual’s or business’ behavior to see if it’s consistent with its past actions. If it’s not 
typical, then the risk appears increased, which sets off alerts.

Financial institutions must analyze their trend volumes to get a sense of the flow for how transactions come 
in throughout the day, Rojas said. By identifying the peak transaction times, institutions can determine if the 
transactions can be spread out. By doing this, these companies can also decide if they have proper staffing 
levels during the busiest times of day.

Faster payments risk mitigating capabilities
While faster payments require heightened awareness and preparation for potential risks associated among FIs, 

   ... this is a way for us 
to attract bigger and 
better customers...
We can offer better 
services, or in other 
words accelerated 
payments...”

“
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they also equip these companies with capabilities to mitigate some risks. 

For example, faster file exchanges also mean that returns can happen more rapidly, reducing some fraud 
risks. By moving payments between FIs more frequently, counterparty hazards can also be reduced and credit 
limits may be managed more robustly. In all cases, placing proper authentication at the front end of payment 
transactions and secure walls around all parties and steps in the transaction is critical.

Batten down the emails
Security is especially important with emails. When it comes to cyberattacks, there is one kind that Rojas 
believes cybercriminals will use to perpetuate fraud regardless of speed of transaction or the payments system 
or type of technology: business email compromise — popularly known as CEO fraud.

Just in the first four months of 2016, incidents of such scams increased by 270 percent. A total of 17,642 
reports of business email compromise were reported to authorities between October 2013 and February 2016, 
according to the FBI. 

The cost of such attacks? A whopping $2.3 billion, the FBI reported. 

“That’s agnostic to whether it gets realized as a wire or ACH transaction,” Rojas said. “When you think about the 
attack vector, it’s all about social engineering. It’s basically a fraudster trying to convince a legitimate user to 
initiate a transaction on their behalf.”

ODFIs can examine where all payments are coming from before determining which ones should be allowed to 
be fully processed.

“We will automatically quarantine high-risk batches, and we will release low-risk batches for payments,” Rojas 
said.

Fraud analysts can then review the quarantined batches and decide to accept or reject them.

While the effect fraudsters will have on faster payments initiatives remains to be seen, one thing is certain: 
There are products and services associated with faster payments available to support the industry with risk 
mitigation, without which successful cyber attacks could have significant repercussions on FIs.  
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News

Same Day ACH Payments
Dwolla launches dashboard for ACH transfer integrations
Real-time payments provider Dwolla has launched a dashboard that integrates ACH features into business 
processes and enables smaller businesses to access similar automated payments transfer management 
data previously available only to bigger companies. The Dwolla ACH API dashboard allows users to see 
transactional details as well as business trends.

Q2 offers digital banking merchants Same Day ACH payment capability
Cloud-based virtual banking solutions provider Q2 Holdings, Inc., has announced a plan to help banks, credit 
unions, and their customers during the implementation of Same Day ACH on Sept. 23. Q2 customers won’t 
be charged any additional fees following the Faster Payments implementation. The company conducted 
researched in preparation for the Same Day ACH rollout, including interviews with more than 20 financial 
institutions with assets ranging from $100 million to $30 billion to arrive at the most suitable method for 
providing Same Day ACH origination services to their online customers.

Guardian Analytics’ tools helps mitigate Same Day ACH risk
Security company Guardian Analytics launched real-time ACH services that offers protection against potential 
fraud associated with a faster payments environment . The company’s ACH-ODFI Real-time and ACH-RDFI 
Real-time services automatically put high-risk batches through review and quickly process low-risk batches.

NACHA releases “Essentials Guide” to help businesses with Same Day ACH
NACHA recently released the “Same Day ACH for Businesses Essentials Guide” to help companies better 
understand how they can support the different uses and implementation of Same Day ACH. The free resource 
offers guidance on Same Day ACH opportunities, benefits and value to businesses, as well as action plans for 
sending and receiving same-day payments.

ISO 20022
U.S. gradually adapts to ISO 20022
Europe has embraced ISO 20022, a payments initiative that expands messaging capabilities, but the U.S. has 
been slower to adopt the program. U.S. financial institutions may look to first convert their wire systems to 
ISO 20022, while the versatile end-to-end ACH system may be better served initially by integration to bridge 
incoming or outgoing ISO messages. 

http://www.pymnts.com/news/payment-methods/2016/dwolla-ach-api-tool-small-businesses/
http://www.businesswire.com/news/home/20160725005949/en/Q2-Bolsters-Digital-Banking-Solutions-Day-ACH
http://www.pymnts.com/news/security-and-risk/2016/guardian-analytics-same-day-ach-fraud/
https://www.nacha.org/news/nacha-releases-essentials-guide-support-businesses-implementation-same-day-ach
http://www.pymnts.com/news/b2b-payments/2016/united-states-iso-20022-roadmap/
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News

Clearing up the confusion surrounding ISO 20022
Despite being around for about a dozen years, the ISO 20022 framework still can be confusing to those in the 
payments industry. In fact, it does not relate solely to real-time payments or extensive information with the 
payment, but it is a standard for standards that can help to deliver consistency.

SWIFT creates high-value payments task force
SWIFT has created the High-Value Payments task force, which consists of international banks and payments 
infrastructure companies that generate a set of ISO 20022 guidelines specific to the transfer of high-value 
payments. These payment systems can then include more accurate, structured and high-quality data along 
with the transaction.

ClearXchange/Early Warning
Early Warning, Fiserv partner on real-time P2P payments
Early Warning and Fiserv have teamed up to provide real-time P2P payments. Fiserv will help expand the reach 
of Early Warning’s real-time P2P solution, allowing seamless money movement across thousands of financial 
institutions.

Visa, Early Warning collaborate on P2P payments
Early Warning and Visa recently announced that they have formed a partnership. Early Warning’s clearXchange 
network can now enable P2P payments between the more than 200 million Visa debit cards in the U.S., 
including payments to non-Visa-branded cards.

Mastercard, Early Warning partner on making real-time P2P payments
Early Warning and Mastercard have partnered to make P2P payments both real-time and ubiquitous. The 
company is leveraging Mastercard Send to allow U.S. debit card users to receive and send money via the 
clearXchange network.

BLOCKCHAIN
Reuters joins R3 blockchain consortium 
Thomson Reuters has joined a consortium that includes major global financial institutions working on how to 
use blockchain technology in international financial markets. Reuters is the first data and technology firm to 
join the consortium, which is called R3 and has 50 financial institution members.

http://www.pymnts.com/news/regulation/2016/nacha-iso-20022-framework-confusion/
http://www.pymnts.com/news/b2b-payments/2016/swift-iso-20022-high-value-payments-task-force-cross-border-messaging-standard/
http://newsroom.fiserv.com/releasedetail.cfm?ReleaseID=982507
http://www.pymnts.com/news/payment-methods/2016/visa-direct-expands-real-time-payments/
http://www.pymnts.com/news/payment-methods/2016/mastercard-real-time-p2p-early-warning-clearxchange/
http://www.pymnts.com/news/blockchain-distributed-ledger/2016/thomson-reuters-blockchain-r3/
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News

Misys makes predictions on blockchain technology
Misys, a financial software company, is betting on some ways distributed ledgers can reshape the blockchain 
technology market. Experts from the company believe trade finance and smart contracts will be among the 
first to see some of the biggest disruptions from blockchain.

How blockchain tech will affect international payments
In the future, blockchain technology may have a beneficial impact in four different areas, including fund 
deliveries and transfers, proof of payment, and relationship investments. To ensure this happens, three 
important things must occur: Blockchain needs to be in compliance with KYC processes; regulators, banks and 
legal representatives from various countries must work together; and standards will be adopted.

MORE FASTER PAYMENTS NEWS
Uber broadens Instant Pay service for drivers
Hail riding service Uber is expanding its Instant Pay service to help its drivers get paid in a faster fashion. The 
company is offering more payment options to the more than 80,000 drivers who have already signed up so that 
they can be compensated immediately.  

Square launches Scheduled Deposit to help merchants make same-day deposits
Square has launched Scheduled Deposit, which enables retailers to schedule in advance when money will 
appear in their bank accounts. The service makes it possible for merchants to make same-day deposits for a 
fee that amounts to 1 percent of the deposit amount. 

http://www.pymnts.com/news/b2b-payments/2016/misys-blockchain-distributed-ledger-technology-use-case-application-corporate-finance-cross-border-banking-payments-compliance-trade-supply-chain/
https://letstalkpayments.com/how-blockchain-technology-will-change-global-payments/
http://www.pymnts.com/news/mobile-commerce/2016/uber-instant-pay-expansion-drivers/
http://www.thepaypers.com/mobile-payments/square-rolls-out-scheduled-deposit-to-enable-same-day-bank-deposits-for-merchants/765571-16?utm_campaign=20160729-automatic-newsletter&utm_medium=email&utm_source=newsletter&utm_content=
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Disclaimer

The Faster Payments Tracker™ may be updated periodically. While reasonable efforts are made to keep 
the content accurate and up-to-date, PYMNTS.COM: MAKES NO REPRESENTATIONS OR WARRANTIES 
OF ANY KIND, EXPRESS OR IMPLIED, REGARDING THE CORRECTNESS, ACCURACY, COMPLETENESS, 
ADEQUACY, OR RELIABILITY OF OR THE USE OF OR RESULTS THAT MAY BE GENERATED FROM THE USE 
OF THE INFORMATION OR THAT THE CONTENT WILL SATISFY YOUR REQUIREMENTS OR EXPECTATIONS. 
THE CONTENT IS PROVIDED “AS IS” AND ON AN “AS AVAILABLE” BASIS. YOU EXPRESSLY AGREE THAT 
YOUR USE OF THE CONTENT IS AT YOUR SOLE RISK. PYMNTS.COM SHALL HAVE NO LIABILITY FOR ANY 
INTERRUPTIONS IN THE CONTENT THAT IS PROVIDED AND DISCLAIMS ALL WARRANTIES WITH REGARD 
TO THE CONTENT, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE, AND NON-INFRINGEMENT AND TITLE. SOME JURISDICTIONS DO NOT ALLOW THE 
EXCLUSION OF CERTAIN WARRANTIES, AND, IN SUCH CASES, THE STATED EXCLUSIONS DO NOT APPLY. 
PYMNTS.COM RESERVES THE RIGHT AND SHOULD NOT BE LIABLE SHOULD IT EXERCISE ITS RIGHT TO 
MODIFY, INTERRUPT, OR DISCONTINUE THE AVAILABILITY OF THE CONTENT OR ANY COMPONENT  
OF IT WITH OR WITHOUT NOTICE. 

PYMNTS.COM SHALL NOT BE LIABLE FOR ANY DAMAGES WHATSOEVER, AND, IN PARTICULAR, SHALL 
NOT BE LIABLE FOR ANY SPECIAL, INDIRECT, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, OR DAMAGES 
FOR LOST PROFITS, LOSS OF REVENUE, OR LOSS OF USE, ARISING OUT OF OR RELATED TO THE CONTENT, 
WHETHER SUCH DAMAGES ARISE IN CONTRACT, NEGLIGENCE, TORT, UNDER STATUTE, IN EQUITY, AT LAW, 
OR OTHERWISE, EVEN IF PYMNTS.COM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

SOME JURISDICTIONS DO NOT ALLOW FOR THE LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL 
OR CONSEQUENTIAL DAMAGES, AND IN SUCH CASES SOME OF THE ABOVE LIMITATIONS DO NOT 
APPLY. THE ABOVE DISCLAIMERS AND LIMITATIONS ARE PROVIDED BY PYMNTS.COM AND ITS PARENTS, 
AFFILIATED AND RELATED COMPANIES, CONTRACTORS, AND SPONSORS, AND EACH OF ITS RESPECTIVE 
DIRECTORS, OFFICERS, MEMBERS, EMPLOYEES, AGENTS, CONTENT COMPONENT PROVIDERS,  
LICENSORS, AND ADVISERS.

Components of the content original to and the compilation produced by PYMNTS.COM is the property of 
PYMNTS.COM and cannot be reproduced without its prior written permission. 

You agree to indemnify and hold harmless, PYMNTS.COM, its parents, affiliated and related companies, 
contractors and sponsors, and each of its respective directors, officers, members, employees, agents, content 
component providers, licensors, and advisers, from and against any and all claims, actions, demands, liabilities, 
costs, and expenses, including, without limitation, reasonable attorneys’ fees, resulting from your breach of 
any provision of this Agreement, your access to or use of the content provided to you, the PYMNTS.COM 
services, or any third party’s rights, including, but not limited to, copyright, patent, other proprietary rights, and 
defamation law. You agree to cooperate fully with PYMNTS.COM in developing and asserting any available 
defenses in connection with a claim subject to indemnification by you under this Agreement.


