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What’s Inside

What’s Inside
The transition is on. It’s becoming increasingly clear that the days of usernames and passwords are numbered 
and it is likely time for a new security protocol to take center stage. 

Major players around the Digital Identity space are embracing biometric technology that has the potential to 
curtail password use, while being more convenient and secure for users.

In July, the Federal Financial Institutions Examination Council released its updated Retail Payment Services 
handbook with new guidelines. The update included a recommendation that banks and other financial 
institutions ditch one-factor authentication methods such as usernames and passwords for more secure 
biometric methods.

And it isn’t just experts clamoring for new solutions. Sixty-eight percent of more than 14,000 European 
consumers surveyed recently told Visa they wanted to see financial institutions use more two-factor biometric 
authentication options.

As both authorities and customers in the space demand new, more secure biometric options, several 
companies rolled out new biometric security solutions over the past month, designed to offer more 
convenience and protection than previous methods. 

In addition to news highlights and an updated Scorecard, August’s Digital Identity Tracker features an interview 
with Karl Martin, founder and CTO of Nymi. PYMNTS caught up with Martin to discuss how Nymi is leveraging 
new technology to utilize the human heartbeat for user authentication.

Here’s a snapshot of what’s happening around the world of Digital Identity:
Indian biometric security provider Biomatiques, the first in the nation to develop retina recognition technology, 
was announced as one of the top recipients of investments from the Indian Department of Industrial Policy 
and Promotion’s “fund of funds,” designed to increase employment in the country. Biomatiques also agreed to 
provide its biometric technology to National Insurance as part of a new partnership. 

Biometrics are also having in impact in Africa, as The Democratic Republic of Congo announced it would 
partner with biometric security provider Gemalto to help prepare for the country’s upcoming elections. 
According to the terms of the partnership, Gemalto will provide DRC with 22,000 mobile biometric enrollment 
kits, which will be used by voter registration centers around the country to help quickly and securely register 
voters. 

The country’s prime minister said the company’s biometric technology will be crucial to achieving their 
“ambitious” goal of enrolling 45 million voters before the polls open in December.

http://www.biometricupdate.com/201607/guidance-for-financial-institutions-recommends-biometrics-on-mobile
http://www.biometricupdate.com/201607/guidance-for-financial-institutions-recommends-biometrics-on-mobile
http://www.scmagazineuk.com/68-of-europeans-want-to-use-biometric-authentication-for-payments/article/509456/
http://www.scmagazineuk.com/68-of-europeans-want-to-use-biometric-authentication-for-payments/article/509456/
https://mycitybeats.wordpress.com/2016/07/06/biomatiques-amongst-the-top-3-of-the-88-indian-start-ups-to-receive-the-fund-of-funds/
https://www.policymantra.com/blog/national-insurance-tied-up-with-biomatiques-identification-solutions/
http://www.gemalto.com/press/Pages/The-Democratic-Republic-of-Congo-selects-Gemalto-mobile-biometric-enrollment-solution-to-support-fair-elections.aspx
http://www.gemalto.com/press/Pages/The-Democratic-Republic-of-Congo-selects-Gemalto-mobile-biometric-enrollment-solution-to-support-fair-elections.aspx
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What’s Inside

Meanwhile, it was a busy biometrics month for U.S.-based CardinalCommerce, as the company announced 12 
new patents, widening its portfolio to include 63 individual patents. The new patents come from five different 
nations and cover developments in technology, architecture, engineering and applied sciences, and indicate the 
security solution provider is looking to develop new security technologies and solutions.

Check out the Tracker’s News section to read about more progress being made in the rapidly evolving world of 
Digital Identity. 

August Tracker Updates 
This month’s Scorecard features six new additions – Biomids, FacePhi, FaceTec, NetGuardians, NXT-ID, and 
SecureAuth – for a total of 69 players.

If you would like to be included in future Trackers and/or would like your information to be updated, please 
contact us at identitytracker@pymnts.com.

https://www.cardinalcommerce.com/Intellectual-Property/Patent-Press-Releases/2016/July/Cardinal-Significantly-Expands-Patent-Portfolio
https://www.cardinalcommerce.com/Intellectual-Property/Patent-Press-Releases/2016/July/Cardinal-Significantly-Expands-Patent-Portfolio
mailto:identitytracker%40pymnts.com?subject=
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Can Biometric Authentication Make Employees’ Jobs Easier?
A human heart beats more than 100,000 times a day, and pumps about a million barrels of blood in a person’s 
lifetime powered by its own electric impulse.  If that weren’t enough, its unique “thump-thump” beating sound 
can now also authenticate a user on a Windows PC or even pay for a purchase, thanks to wearable biometric 
authentication technology from a company called Nymi.

The company used the results ECG research conducted at the University of Toronto in 2011, as the source of 
this new authentication method developed by Nymi that is set to be released this Fall.

Today, companies around the world face a gargantuan task of authenticating user credentials multiple times a 
day — many relying on old-school passwords, which can often be weak enough to be hacked by even a five-year 
old playing a guessing game. For employees, the time it takes to go through these authentication processes 
several times a day can sap their productivity and cause some major frustrations.

Nymi is working to change that, and a lot more, with its new Fitbit-like biometric band that promises continuous 
and secure authentication throughout the day. PYMNTS recently caught up with Karl Martin, the company’s 
founder and CTO, to talk about the rise of biometrics and how Nymi is leveraging the technology to utilize 
human heartbeat for user authentication.

What we’re working to deliver is 

persistent authentication.“ ”
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 “What we’re working to deliver is persistent authentication,” Martin told PYMNTS. “The idea that you wear 
something and you remain in an authenticated state so that if you’re an employee in the workplace, once you’re 
wearing that device, you can get let into the office, log into the computer or log into your cloud accounts.”

Logging in using a heartbeat
When Martin and his team first developed their wearable biometric technology, they were unsure exactly what 
its practical application was. As the market and popularity for wearable devices grew, Martin’s team thought 
of developing wearables for authentication, but it wasn’t until two years later that they realized the power and 
potential of biometric authentication packed into a wrist band.

And with that thought Nymi’s first wearable band was developed. The biometric band feeds off of a person’s 
heartbeat that is unique to each individual, to authenticate a user. This allows a seamless access to devices 
that can be constantly verified.

One such use case is giving employees access to their Windows PC 
through the Nymi, thanks to a partnership with Microsoft or giving 
access to other protected information without having to go through 
time-consuming security protocols.

“There’s trust that this is the correct user because it doesn’t work 
without it being on the right user,” Martin said. “With the wristband, 
when you’re tapping it, you’re already authenticated.

For companies, it means having the ability to implement more 
stringent multi-factor security systems without forcing employees to 
repeatedly validate security credentials — something, which can often 
lead to locked accounts, thereby, slowing things down.

“We are actually two factor in one,” Martin explained. “The device itself 
is a token. It cannot be replicated. It has secure hardware in there 
with an element that can’t be duplicated,” Martin said. “So, when a 
credential is being delivered from the wristband, it actually represents 
two factors. It represents the possession of the wristband plus the 
biometric that was used to activate it.”

Future of Wearable Wristbands
As the popularity of wearables like FitBit, JawBone and Apple Watch grows, more people are bound to  
be wearing these biometric sensors in their day-to-day lives. But of course, there only so many bands a 
consumer can wear.

This is something that Martin sees would lead to the integration of fitness trackers and other popular 
wearables that are worn by consumers nearly 24 hours a day.

       For companies, it 
means having the 
ability to implement 
more stringent 
multi-factor security 
systems without 
forcing employees to 
repeatedly validate 
security credentials...”

“
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Martin said the company’s long-term strategy is to integrate their security solutions into popular consumer 
products like smart watches and fitness bands. He also noted that Nymi is currently working on deals that 
would allow manufacturers of popular devices to offer its authentications solutions.

“There’s always going to be other reasons to justify wearing smart technology on your body,” Martin said. “We 
want to add authentication  
to that mix.”

The Toronto-based company is also currently working to use their 
technology to extend payments solutions. Nymi recently ran a pilot 
program with Mastercard, an investor in Nymi, Royal Bank of Canada  
and TD Bank.

As part of the pilot, the company put a wearable payment prototype in 
the hands of more than 200 shoppers to test whether consumers wanted 
to make payments using the wristband.

“It turned out to be very positive,” Martin said. “We studied it quite closely 
and just found that as an experience, not only compared to credit cards 
but also compared to mobile payments, people really liked being able just 
to tap their wrist and pay for something.”

So far, so good
While no security system is impenetrable, Nymi’s protections, Martin 
cautioned, including secure pairing and communication, owner identity 
confirmation and digital signing, and random key generation and storage 
has kept bad actors from invading its servers thus far.

“We’ve had thousands of users so far, and those have been a variety of different use cases,” he said. “I can say 
that using our system, there have been no known security breaches.”

Martin acknowledged that for many employers, security goes hand in hand with convenience. Any solution that 
beefs up security needs to do so without hampering the productivity of employees operating in busy business 
settings. He said that wearable biometric authentication devices not only reduce frustrations of workers’ sick 
of having to constantly re-enter passwords, but actually boosts output in many offices.

“It’s always about the convenience side and the security side,” he said. “The core is around not demanding 
employees to do something many times a day. Productivity goes up because the employees are just able to 
walk around with their wristband and not do anything else to log in.”

It seems it may not be too long until all it takes is a flick of the wrist to pay for a purchase, unlock your office 
door or log into your computer, all while remaining securely authenticated.

       There’s always going 
to be other reasons 
to justify wearing 
smart technology on 
your body,” Martin 
said. “We want to 
add authentication 
to that mix.”

“
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Methodology

Scoring overview
Companies featured in the Tracker Scorecard have been evaluated based on four primary criteria:

Channels
Where a company is authenticating a consumer’s digital identity (e.g. in-store or remote, online, mobile, IoT). 
Highest weighted scoring in the Scorecard is allotted for remote solutions.

Relying Parties
Who is using the authenticated digital identity, e.g. a bank, an exchange or a merchant. If a provider enables 
services and solutions for financial institutions, it scores higher than if it services merchants alone.

Authentication Use Case  
Identifies how the authentication technology will be used – to either open an account or authorize a 
transaction. These individual transactions are weighted slightly higher than account creation verification.

Authentication Method
Examines the underlying technology or method used to authenticate the consumer’s identity (e.g. data, 
devices, biometrics and behaviors).
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Top 25 Rankings

Digital Identity Top 25

Rank Company Score

1
94

Early Warning provides innovative risk management solutions to a diverse network of 2,100 financial 
institutions, government entities and payment companies. The company enables businesses and consumers 
to make secure, convenient transactions. Owned and governed by five of the largest banks in the United 
States, its business model facilitates a data exchange system based on collaborative intelligence and...

2
93

Trustev, owned by Transunion, is a fraud prevention solution. The technology uses information surrounding a 
user’s behavior, device, email, social media and more when attempting to determine identity.

3
88

Founded in 2009 and headquartered in Amsterdam, Authasas is a software development and marketing 
company dedicated to delivering strong authentication to the global marketplace.

4
84

Socure provides digital identity verification. The company’s technology applies machine-learning techniques 
with trusted online/offline data intelligence from email, phone, address, IP, social media and the broader 
Internet to authenticate identities in real-time. The company has established global channel partnerships with 
credit bureaus, identity verification vendors and other solution providers. Founded in 2012...

5 
Tie

83
cryptovision is a specialist in cryptography and electronic identity solutions. The German company has 
specialized in this field for 15 years and delivered hundreds of successful projects. More than 100 million 
people worldwide use cryptovision products everyday in defense, automotive, financial, government,  
retail and more.

+1

+1
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Top 25 Rankings

5 
Tie

83
Based in Palo Alto, California, NokNokLabs was founded in November 2011 to unify the silos that plague 
current online authentication technologies. The company hopes to transform online authentication by 
enabling end-to-end trust across the Web in a manner that is natural to users, while providing strong  
security and proof of identity.

7
81

Using large-scale machine learning technology to predict fraudulent behavior with unparalleled accuracy, Sift 
Science leverages a global network of fraud data. The company’s flexible, adaptive and automated solution 
helps businesses of all sizes detect and prevent fraud.

8
79

AU10TIX Limited is a provider of multi-channel ID authentication and record generation solutions. The company 
develops and implements solutions that help automate the capture, authentication, validation and generation 
of digital records of identifying documents. AU10TIX Limited is a subsidiary of ICTS International B.V, a global 
provider of security services and solutions for airports, border crossings and other safeguarded facilities.

9
75

NuData Security, Inc. provides web security solutions to enterprises through proprietary behavior analytics and 
countermeasures. The company’s product, NuDetect, is used by eCommerce and banking companies around 
the globe.

10 
Tie

73
ABnote offers secure payment and retail cards, visa, vital record and transaction documents, systems and 
services to government and financial institutions.
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Top 25 Rankings

10 
Tie

73
AllWebID is focused on preventing online identity fraud and data breaches caused by stolen passwords. 
AllWebID secures its customers’ networks by converting the login workflows of their web portals and SaaS 
applications to support 2-factor authentication. User identity is verified either by matching a one-time use PIN 
code texted to the user’s cellphone or by matching fingerprint templates in real time. AllWebID solutions are...

10 
Tie

73
Daon is a provider of biometric identity assurance software products and services focused on meeting the 
needs of governments and large commercial organizations worldwide. Daon aims to support customers and 
system integrators in building enterprise solutions.

10 
Tie

73
ThreatMetrix offers advanced fraud prevention and context-based security solutions. These solutions 
authenticate consumer and workforce access to mission critical applications using real-time identity and 
analytics.

14 
Tie

72
CopSonic was launched by SECOM, a French digital audio solution company. The CopSonic technology is a 
contactless communication protocol for security, payment and tracking.

14 
Tie

72
Encap Security offers strong authentication and e-signature solutions for the financial services industry. Its 
Smarter Authentication Platform is integrated into individual customer infrastructure and delivers security 
and user experience across all applications, channels and devices. The platform supports Apple Touch ID and 
Samsung fingerprint biometric authentication systems.
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Top 25 Rankings

14 
Tie

72
WISeKey is an information security and identity management organization. The company offers security 
technologies for data protection and authentication of people and objects over physical infrastructures, 
networks and the internet.

17
71

Facebanx has developed an integrated facial recognition technology that works via webcams, mobile phones 
and tablets. Facebanx uses cloud-based technology to allow multiple users unlimited access worldwide, 
either on a manual or automated basis. It is an ID verification solution in the registration, single sign-on and 
KYC process.

18 
Tie

69
LiveEnsure is an interactive authentication company with solutions that authenticate users, their mobile 
devices and sessions, location and behavior context with an app-to-app rollover or touch-to-tap engagement. 
LiveEnsure offers mobile security solutions for cloud, web and apps on Apple iOS, Google Android and 
Windows.

18 
Tie

69
Ping Identity provides Identity De ned Security for the borderless enterprise, allowing employees, customers 
and partners access to the applications they need. The company’s solutions are designed to ensure that 
intended individuals are granted access, securely and seamlessly.

18 
Tie

69
SEKUR Me, Inc. aims to reduce online payment friction for eCommerce and commerce sites. The company’s 
solution utilizes single-click technology and multi-factor authentication.
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Top 25 Rankings

18 
Tie

69
VASCO is a provider of two-factor authentication and electronic signature solutions to financial institutions. 
The company also offers access to data and applications in the cloud, and provides tools for application 
developers to integrate security functions into their web-based and mobile applications. The company 
primarily serves clients in the financial, enterprise, eCommerce, government and health care markets.

22 
Tie

68
Gemalto develops software and other technologies for businesses and governments intended to help with 
identity authentication and data protection to deliver secure digital services – from payment to enterprise 
security and the Internet of Things. Gemalto ́s authentication, ID management, data encryption, and crypto 
management solutions enable organizations to protect sensitive information and also ensure compliance.

22 
Tie

68
HYPR is a provider of biometric authentication solutions that utilize existing cameras, fingerprint sensors, 
cameras and microphones on mobile devices.

22 
Tie

68
NXT-ID, Inc.’s MobileBio® solution is intended to mitigate consumer risks associated with mobile computing, 
m-commerce and smart OS-enabled devices. The company offers the MobileBio® suite of biometric 
solutions, which includes Wocket®; a smart wallet.

25
66

Tascent develops and deploys biometric identity products and solutions for real world environments. Tascent 
focuses on iris recognition and multimodal high-throughput and mobile biometrics stemming from its 
acquisition of AOptix Technologies’ Identity Solutions business unit.
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Watch List

New Additions to the Digital IdentityTM Tracker

Biomids

FacePhi

FaceTec

NetGuardians

NXT-ID

SecureAuth
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Channels
ZUK Z2 Rio to feature biometric security
Lenovo announced that its ZUK Z2 Rio smartphone will include fingerprint cards and other biometric security 
protections from the TK company/provider FPC. The previous edition of the phone also included protection 
from FPC, as have smartphones from numerous other manufacturers. Reports indicate that biometric 
protections in smartphones will become more common in the near future.

Tascent rolls out iOS biometric platform
Tascent debuted a new biometric device compatible with the Apple iPhone 6 and 6s, called the Tascent M6. 
It includes iris, face, fingerprint and voice identification biometrics, along with a mobile SDK that will allow 
partners to develop custom applications. 

Trulioo adds Middle East, North Africa to GlobalGateway
Global Identification company Trulioo announced that its identity verification product, GlobalGateway, now 
includes the Middle East and North Africa, helping to enable cross-border mobile money remittances. The 
product helps businesses comply with the varying identity verification requirements such as Anti-Money 
Laundering and Know Your Customer.

Relying Parties
Cardinal widens patent portfolio
CardinalCommerce announced the expansion of its domestic and international patent portfolio with 
the addition of a dozen new patents from five different countries. The patents cover a range of security 
protections, including developments in technology, architecture, engineering and applied sciences, and could 
indicate the security solution provider is looking to develop new security technologies and solutions. All told, 
the security solution provider now owns 63 different patents.

Democratic Republic of Congo to use Gemalto biometrics to protect elections
According to a company press release, digital security provider Gemalto has partnered with the Democratic 
Republic of Congo to help secure the country’s elections. The company will provide the African nation with 
22,000 mobile biometric enrollment kits, which will be used by 18,000 voter enrollment centers to help quickly 
register voters for the upcoming elections. The country’s prime minister said the partnership was crucial to 
achieving their “ambitious” goal of enrolling 45 million voters before the polls open in December.

Biometric authentication preferred by European consumers
According to a new survey from Visa, a majority of consumers from across Europe want to see more 
businesses use biometric security features. According to the recently released research, which surveyed more 
than 14,000 consumers in England, France, Germany, Italy, Poland, Sweden and Spain, 68 percent indicated 
they are in favor of using biometrics when making payments, and 73 percent said they believed two-factor 
verification was a secure method of authentication. 

News and Trends

http://mobileidworld.com/zuk-z2-rio-fpc-108022/
http://mobileidworld.com/zuk-z2-rio-fpc-108022/
https://tascent.com/2016/07/tascent-introduces-mobile-biometric-platform-for-iphone/
http://www.pymnts.com/news/mobile-commerce/2016/trulioo-globalgateway-expansion-middle-east-north-africa/
https://www.cardinalcommerce.com/Intellectual-Property/Patent-Press-Releases/2016/July/Cardinal-Significantly-Expands-Patent-Portfolio
https://www.cardinalcommerce.com/Intellectual-Property/Patent-Press-Releases/2016/July/Cardinal-Significantly-Expands-Patent-Portfolio
http://www.gemalto.com/press/Pages/The-Democratic-Republic-of-Congo-selects-Gemalto-mobile-biometric-enrollment-solution-to-support-fair-elections.aspx
http://www.scmagazineuk.com/68-of-europeans-want-to-use-biometric-authentication-for-payments/article/509456/


© 2016 PYMNTS.com all rights reserved 17

Authentication Use Cases
Daon debuts FIDO quick start
Mobile biometric authentication technology provider Daon debuted an initiative known as FIDO Quick Start. The 
new program is designed to accelerate adoption of FIDO authentication, including the replacement username 
and password protections with biometric authentication solutions, including fingerprint, face and voice 
authentication.

BehavioSec, NetGuardians partner for behavioral biometrics
Security providers BehavioSec and NetGuardians announced they would partner to provide behavior-based 
biometric protections to clients of both companies. The new offering will allow banks and other financial 
institutions to rank, score and analyze different behaviors used during transactions to help authenticate 
customers. The technology will be able to recognize unauthorized users by monitoring environmental, rhythmic 
and interaction-based patterns that are unique to each user. 

Ping Identity acquires UnboundID 
Ping Identity recently announced that it had acquired customer identity and access software provider 
UnboundID for undisclosed terms. Steve Shoaff, UnboundID’s CEO, will join Ping as the company’s Chief 
Product Officer. This is the first acquisition Ping has made since being acquired by Visa Equity Partners earlier 
this year. 

VASCO premieres MYDIGIPASS for Healthcare
VASCO Data Security International, Inc. debuted an authentication solution for health care and health IT 
companies, called MYDIGIPASS for Healthcare. The cloud-based solution includes identity proofing, fulfillment 
and authentication services. It complies with major health care regulations and uses a FIPS 140-2 Level 2 
Certified password hardware token.

Authentication method
Biomatiques named among top 3 benefactors of Fund of Funds
Biomatiques Identification Solution Pvt. Ltd., the first company in India to introduce iris recognition technology, 
was named as one of the top three startups to receive investments from the Indian government’s “fund of 
funds.” Biomatiques executives said in a press release that they were “motivated and happy” to be among the 
top companies receiving investments from the program, which is funded by the Department of Industrial Policy 
and Promotion and designed to generate higher employment. The company also announced a new partnership 
with National Insurance, which will use the Biomatiques’ retina recognition technology to help identify cattle.

News and Trends

http://www.daon.com/daons-fido-quick-start-now-available/
http://www.daon.com/daons-fido-quick-start-now-available/
http://www.biometricupdate.com/201607/netguardians-behaviosec-to-provide-behavioral-biometric-technologies
http://www.biometricupdate.com/201607/netguardians-behaviosec-to-provide-behavioral-biometric-technologies
https://www.pingidentity.com/en/about/press-releases/2016/ping-identity-acquires-unboundid.html
https://www.vasco.com/about-vasco/press/2016/digital-identity-proofing-authentication-healthcare.html
https://mycitybeats.wordpress.com/2016/07/06/biomatiques-amongst-the-top-3-of-the-88-indian-start-ups-to-receive-the-fund-of-funds/
https://www.policymantra.com/blog/national-insurance-tied-up-with-biomatiques-identification-solutions/
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News and Trends

Tyco Security introduces EyeLock nano NXT
Tyco Security Products introduced a new dual iris authentication technology, called EyeLock nano NXT. The 
technology uses video to capture images of the iris, which is then converted into an encrypted code and used 
to verify a customer’s identity. The new solution can authenticate up to 20 people per minute and can store up 
to 20,000 unique user profiles.

Barclays to accept voice in place of password for phone banking 
Barclays announced it would introduce voice security technology worldwide as a way to make telephone 
banking more secure and easier to use. According to the bank, the technology can identify the caller based 
only on their voice, which removes the need for security questions and passwords. 

FFIEC recommends biometric security for banks
The Federal Financial Institutions Examination Council released new guidelines for banks and other financial 
institutions recently, including a recommendation that banks transition from single-factor authentication to 
more secure biometric methods. The recommendations come in the Council’s latest update to the Retail 
Payment Services handbook, which say that banks “should not use mobile payment applications that rely on 
less secure (e.g., single factor) methods of authentication.”

Sift Science raises $30 million
Digital security firm Sift Science announced the company raised $30 million in a Series C round of venture 
funding led by Insight Venture Partners. The company deploys artificial intelligence and machine learning to 
detect problematic transactions. According to a press release, Sift Science, which currently maintains security 
for more than 6,000 websites and apps, including Airbnb and Yelp, plans to use the capital infusion to expand 
the security firm’s reach and hire more employees.

http://www.healthcarefacilitiestoday.com/posts/Tyco-Security-Products-offers-EyeLock-Nano-NXT-iris-authentication-technology-for-access-control--12794
http://www.pymnts.com/news/payment-methods/2016/singapore-mobile-banking-facebook-id/
http://www.biometricupdate.com/201607/guidance-for-financial-institutions-recommends-biometrics-on-mobile
https://techcrunch.com/2016/07/19/sift-science-raises-30-million-to-predict-and-prevent-fraud-everywhere-online/
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Financial Institutions Scorecard – All players are listed in alphabetical order

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 4 3 20

Total 62

Agnitio offers worldwide market Voice ID products used by government organizations. The company aims to 
help reduce crime, identify criminals and provide evidence for lawsuits. Agnitos’s Voice ID Products are also 
used by a number of customers and partners in contact centers, financial services, telecommunications and 
enterprise security sectors.

Government (criminal identification), contact centers, financial services, 
telecommunications and enterprises
45 countries
2004

Customer focus:

Geographies:
Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

40 4 5 30

Total 79

AU10TIX Limited is a provider of multi-channel ID authentication and record generation solutions. The company 
develops and implements solutions that help automate the capture, authentication, validation and generation 
of digital records of identifying documents. AU10TIX Limited is a subsidiary of ICTS International B.V, a global 
provider of security services and solutions for airports, border crossings and other safeguarded facilities.

Front End Solutions (ID Identification), Solutions
Airports, secured facilities, regulated commercial and public services
90 countries

Products:
Customer focus:

Geographies:
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Financial Institutions Scorecard

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 4 3 30

Total 72

CopSonic was launched by SECOM, a French digital audio solution company. The CopSonic technology is a 
contactless communication protocol for security, payment and tracking.

Payment, Proximity Detection, Access & Security, IoT
Bank operators, Telco operations, integrators, cybersecurity companies, retailers
2013

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 4 5 50

Total 94

Early Warning provides payment and risk solutions to financial institutions, government entities and payment 
companies. Its identity and authentication offerings are intended to improve account opening, simplify and 
unify authentication through a single API, and fight fraud with behavioral biometrics.

Authentication, Payment, Regulatory Solutions
Financial institutions, government entities, payment companies
1995

Products:
Customer focus:

Launch date:
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 4 3 30

Total 72

Encap Security offers strong authentication and e-signature solutions for the financial services industry. Its 
Smarter Authentication Platform is integrated into individual customer infrastructure and delivers security 
and user experience across all applications, channels and devices. The platform supports Apple Touch ID and 
Samsung fingerprint biometric authentication systems.

Smarter Authentication Platform
Banking, enterprise, identity providers, health care
2006

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 4 5 10

Total 54

FICO is an analytics software company, with solutions designed to help businesses make better decisions 
through Big Data and mathematical algorithms to predict consumer behavior. ICO provides analytics 
software and tools used across multiple industries to manage risk, fight fraud, build more pro table customer 
relationships, optimize operations and meet strict government regulations.

Financial services, insurance, public sector, pharma and life sciences, education,  
retail, manufacturing, technology, telecommunications, transportation and travel
$789 million
80+ countries

Customer focus:

Revenue:
Geographies:

Financial Institutions Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

40 4 3 10

Total 57

Netguardian is a FinTech company that provides software that uses data to correlate and analyze behaviors 
across the entire bank system. The solution allows banks to target specific anti-fraud or regulatory 
requirements.

FraudGuardian, RiskGuardian
Financial institutions
2007

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 4 5 40

Total 84

Socure provides digital identity verification. The company’s technology applies machine-learning techniques 
with trusted online/offline data intelligence from email, phone, address, IP, social media and the broader 
internet to authenticate identities in real time. The company has established global channel partnerships 
with credit bureaus, identity verification vendors and other solution providers. The company powers financial 
inclusion verifying identities in over 180 countries, helping enterprises combat identity fraud, prevent account 
takeover and increase customer acceptance.

ID+ (digital identity verification), Perceive (remote facial biometrics),  
Business Verification
Financial institutions, sharing economy
2012

Products:

Customer focus:
Launch date:

Financial Institutions Scorecard

New!
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Financial Institutions Scorecard

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 4 3 30

Total 72

Wisekey is an information security and identity management organization. The company offers security 
technologies for data protection and authentication of people and objects over physical infrastructures, 
networks and the internet.

Security, Mobile, Brand Protection, Digital Identites, Free Certificates
Organization, personal, government
1999

Products:
Customer focus:

Launch date:
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Scorecard

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 10

Total 49

3Delta Systems offers payment services with solutions that are designed to be scalable, easy to implement 
and conform with PCI DSS best practices so that merchants and buyers can manage, authorize and settle 
credit card and p-card transactions in real time. 3DSI offers merchants a variety of fully hosted internet-based 
payment systems and commercializes a credit card tokenization service, CardVault. It serves users handling 
corporate, government and eCommerce payments.

Customers/volume:

Customer focus:
Launch date:

19,000 merchant accounts, 30,000 users handling corporate, 
government and eCommerce payments
Manufacturing, consulting, engineering, transportation, supply
1999

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

5 1 3 20

Total 29

BBIO-key International is a provider of fingerprint biometric identification, mobile credentialing and user identity 
verification solutions. BIO-key’s products are software-based and compatible with various fingerprint readers.

Software Solutions, Fingerprint Readers
Health care, blood centers, enterprise, education, government, retail
1993

Products:
Customer focus:

Launch date:

Merchants Scorecard – All players are listed in alphabetical order



© 2016 PYMNTS.com all rights reserved 25

Merchants Scorecard

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 20

Total 59

Biomids is a biometric software security firm that provides authentication systems and technologies for 
enterprise users and developers. It offers Instant-In Access Manager, which allows customers to use facial 
recognition software in place of username and passwords to access a wide range of accounts.

Biomids Authenticator and Proctor, Mobius,  
Instant in Access Manager, SDK Toolkit
Education, enterprise, small business/personal, developers
2012

Products:
 

Customer focus:
Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 10

Total 49

Dashlane is a password manager and digital wallet offering. Dashlane users manage their passwords, 
automatically log in, generate strong passwords, and pay on any website with any card without typing 
information. Users may automatically import passwords from Chrome or any other browser into a secure 
password vault and, in turn, skip manual password login through Dashlane’s auto-login.

Password Manager, Automatic Filling, Digital Wallet
Persons
2009

Products:
Customer focus:

Launch date:

New!
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 20

Total 59

DigiFlak offers business solutions that secure workers’ digital keys, passwords and certificates in a separate 
hardware environment. The company manufactures Flak security USB dongles (secuters), licenses its 
technologies (OEM) and offers subscriptions to services and third-party applications.

Flak Classic, Flak Classic Business Edition
Private users and businesses
2014

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

5 1 3 30

Total 39

FaceFirst is a provider of real-time biometric face recognition software. The company’s solution matches 
individual faces from a live image with the face of an individual contained in the system’s database.

Face Recognition Platform
Retail, law enforcement, airports & transportation, commercial security, gaming
2007

Products:
Customer focus:

Geographies:

Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 20

Total 59

FaceTec Ltd offers a software platform that uses patented face recognition and image processing algorithms 
to verify customer identities.

Face recognition and authentication
2008

Products:
Geographies:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 20

Total 59

Fingerprint Cards AB (FPC) markets, develops and produces biometric components and technologies that, 
through the analysis and matching of an individual’s unique fingerprint, verifies the person’s identity. The 
technology consists of biometric sensors, processors, algorithms and modules that can be used separately or 
in combination with each other and can be implemented in volume products such as smart cards and mobile 
phones. The company’s technology can also be used in IT and internet security and access control.

Touch, Swipe, Area Fingerprint Sensors
Smartcards, automotive industry, Internet of Things

Products:
Customer focus:

Merchants Scorecard

New!



© 2016 PYMNTS.com all rights reserved 28

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 20

Total 59

Forter provides new generation fraud prevention for enterprise eCommerce. Its Decision as a Service system is 
designed to eliminate fraud prevention frictions such as the need for rules, scores or manual reviews. Behind 
the scenes, Fortier’s machine learning technology combines cyber intelligence with behavioral and identity 
analysis to create a multi-layered fraud detection mechanism.

Elastic Identity, Cyber Intelligence, Behavorial Analysis
Online merchants
2013

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 10

Total 49

GlobalSign is a provider of identity and security solutions aimed at helping businesses, large enterprises, cloud 
service providers and IoT innovators with digital processes and transactions.

PKI Solutions, Identity & Access Management, IoT
United States, Europe, Asia
1996

Products:
Geographies:
Launch date:

Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 10

Total 49

GoTrust Technology Inc. is an innovator of the secure microSDs and delivers hardware security for mobile 
devices using the SD and microSD form factor. GO-Trust innovates with powerful, fast and smart microSD 
embedded chips and sophisticated supporting applications. GoTrust products include Biometric Virtual S.E., 
Fido 2UF authentication, and password biometric login.

Financial, military, consumer, enterprise, government
10 countries
2007

Customer focus:
Geographies:
Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 30

Total 69

LiveEnsure is an interactive authentication company with solutions that authenticate users, their mobile 
devices and sessions, location and behavior context with an app-to-app rollover or touch-to-tap engagement. 
LiveEnsure offers mobile security solutions for cloud, web and apps on Apple iOS, Google Android and 
Windows.

80 countries
2012

Geographies:
Launch date:

Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

5 1 3 10

Total 19

Mastercard’s MDES token platform for mobile payments enables card issuers to store tokenized versions of 
their customers’ card details on Apple’s new NFC devices, as well as NFC phones and tablets from a range of 
others manufacturers. MDES validates the transaction, maps from the token back to the PAN and forwards it to 
the issuer for authorization.

Consumers, merchats, business partners, governments
$9.5 billion
Asia Pacific, Middle East and Africa, Europe, Latin America & Caribbean, and North 
America; 210 Countries

Customer focus:
Revenue:

Geographies:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 20

Total 59

Azure Active Directory is Microsoft’s cloud-based directory and identity management service. Azure ID is 
intended to provide IT admins with the ability to give employees SSO access to numerous SaaS programs with 
a multi-factor authentication for user sign-ins and transactions.

Communications and media, financial services,  
manufacturing and resources, retails, consumer products and services
$86.8 billion
190 countries

Customer focus:

Revenue:
Geographies:

Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

5 1 3 30

Total 39

Oberthur Technologies is a digital security solutions provider in the mobility space (in the payments, 
telecommunications and identity markets). Oberthur offers end-to-end solutions in the smart transactions, 
mobile financial services, machine-to-machine, digital identity, and transport and access control fields. 
Guardialys Convergence is a set of solutions offering both physical and logical access control. It features 
technologies such as elliptic curves and biometric Match-On-Card.

Financial institutions, mobile network operators, government and corporate
entities, transportation authorities, retailers, Internet of Things providers
2,000 financial institutions
140 countries

Customer focus:

Customers/volume:
Geographies:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 30

Total 69

Ping Identity provides Identity De ned Security for the borderless enterprise, allowing employees, customers 
and partners access to the applications they need. The company’s solutions are designed to ensure that 
intended individuals are granted access, securely and seamlessly.

Federated Access, Management capabilities
1 billion identities
2002

Products:
Customers/volume:

Launch date:

Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 20

Total 59

Precise Biometrics is a provider of fingerprint recognition solutions. The technology can be applied to ID, 
enterprise and bank cards as well as systems that control access to buildings, computers and networks. 
Precise Biometrics serves business and government organizations.

Business, government
160 million users
1994

Customer focus:
Customers/volume:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 30

Total 69

SEKUR Me, Inc. aims to reduce online payment friction for eCommerce and commerce sites. The company’s 
solution utilizes single-click technology and multi-factor authentication.

Branded Mobile Payments, Frictionless Payments, FonePrint Technology
Mobile login & payment
2012

Products:  
Customer focus:

Launch date:

Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 20

Total 59

Synaptics specializes in the development of human interface solutions. Synaptics’ touch, display, and biometric 
solutions are designed for mobile, PC and automotive industries.

Technology (mobile, tablet, Notebook PC), automobiles, wearables
China, South Korea, Taiwan, United States, Japan and other countries
1986

Customer focus:
Geographies:
Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

40 1 3 10

Total 54

Thales e-Security is a provider of data encryption and cybersecurity solutions. Thales’ solutions aim to enhance 
privacy, trusted identities, and secure payments for customers in markets such as financial services, high 
technology, manufacturing and government. SafeSign solutions encompass signing and verification of users 
and transactions, secure access for users and full lifecycle identity management using strong authentication.

Cryptographic Security, Payments, Credentialing, Encryption
Financial services, high technology, manufacturing, government

Products:
Customer focus:

Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 10

Total 49

Trustwave aims to help businesses fight cybercrime, protect data and reduce security risk through cloud and 
managed security services and integrated technologies. Trustwave’s cloud-based, two-factor authentication 
solutions are intended to secure access to networks and applications, protect users, and address compliance 
requirements for the protection of regulated data, while simplifying deployment and management, improving 
user experience, and minimizing the cost and complications of traditional hardware tokens.

Education, payment services, health care, restaurants,  
financial services, hotels, public sector, retail
96 countries
1995

Customer focus: 

Geographies:
Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 30

Total 69

VASCO is a provider of two-factor authentication and electronic signature solutions to financial institutions. 
The company also offers access to data and applications in the cloud, and provides tools for application 
developers to integrate security functions into their web-based and mobile applications. The company primarily 
serves clients in the financial, enterprise, eCommerce, government and health care markets.

Financial, enterprise, eCommerce, government, health care
100 countries
1991

Customer focus:
Geography:

Launch date:

Merchants Scorecard
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Merchants Scorecard

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 3 20

Total 59

VoiceVault provides voice biometrics solutions for mobile, on-device and telephony applications. Solutions are 
developed and delivered through partners or direct to client organizations and can be deployed through a range 
of hosting models including cloud, on-premises or via managed service providers.

Voice Biometrics, Identity Verification and Authentication, Voice e-signatures
40 countries

Products:
Geographies:
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Scorecard

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 30

Total 73

ABnote offers secure payment and retail cards, visa, vital record and transaction documents, systems and 
services to government and financial institutions.

Retail, financial, government, hospitality, education, transit
North America, Europe, Africa, and Australia
1795

Customer focus:
Geographies:
Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 30

Total 73

AllWebID is focused on preventing online identity fraud and data breaches caused by stolen passwords. 
AllWebID secures its customers’ networks by converting the login workflows of their web portals and SaaS 
applications to support 2-factor authentication. User identity is verified either by matching a one-time use PIN 
code texted to the user’s cellphone or by matching fingerprint templates in real time. AllWebID solutions are 
used by the health care, education and banking sectors.

Identity, Password Manager
Health care, education, banking
2011

Products:
Customer focus:

Launch date:

Both Financial Institutions and Merchants Scorecard – All players are listed in alphabetical order
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Both Financial Institutions and Merchants Scorecard

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

5 5 3 20

Total 33

Aratek is a biometrics solution provider and a member of the China 863 Information Security Alliance. Aratek 
provides fingerprint image processing, matching and fingerprint searching software and hardware products, as 
well as middleware components, for clients.

Fingerprint Software System, Scanner, Identity Card Fingerprint readers,  
Fingerprint Token
Policy, government, telecom, social security, tobacco, power, finance and insurance
2004

Products:

Customer focus:
Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 10

Total 53

Arcanum Technology provides an authentication solution for financial services organizations, banks and online 
merchants. The company’s N-Kod solution is a cutting-edge cypher algorithm that generates a series of unique 
tokenized system values to ensure the customer’s actual passcode is never exposed. N-Kod reduces the 
complexity of passcodes by expanding their character set to include alphanumeric characters, symbols, colors 
and key position options.

N-Kōd Secure Authentication
Financial services organizations, banks, online merchants
2015

Products:
Customer focus:

Launch date:

Updated!
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

40 5 3 40

Total 88

Authasas provides an authentication framework that integrates with Microsoft, Novell, VMware & Citrix 
environments and interfaces to all single sign-on vendors. The company offers biometrics, contact and 
contactless card technologies, mobile out of band, one-time passwords (soft) tokens, USB flashdrives, 
passphrase authentication and federated authentication.

Authentication
Financial services, government, health care
2009

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 10

Total 53

BehavioSec offers Behaviometric solutions for risk-based authentication of end users, and is designed for IT 
organizations and online services. Behaviometrics identifies unauthorized users by detecting anomalies in 
keyboard/mouse or environment behavior and creates digital fingerprints from user behavior.

15 million
Sweden, China, United States, U.K.
2001

Customer/volume:
Geographies:
Launch date:

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 5 20

Total 65

BioCatch provides behavioral biometric, authentication and malware detection solutions for mobile and web 
applications. Available as a cloud-based solution, BioCatch collects and analyzes cognitive parameters to 
generate a user profile.

Behavioral Authentication, RAT Detection, Fraudulent Activity
Banking, eCommerce, enterprise
2011

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

5 1 5 30

Total 41

BioConnect is a provider of authentication tools. BioConnect’s core solutions include identity management 
platforms, applications and partnerships.

Identity Platform, Applications, Software, Hardware, Terminals
Financial services, retail, data centers, enterprises, healthcare, education, public sector

Products:
Customer focus:

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

5 5 3 20

Total 33

Biomatiques is an India-based manufacturer that provides compact iris scanner hardware and iris recognition 
SDK along with custom casing design solutions to meet various requirements for its range of products. The 
company supplies products for governments, large businesses and various industries.

Security & Access Control, Time & Attendance, Identity Management
Government, large business, industries, medical
2012

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 20

Total 63

CardinalCommerce Corporations provides authenticated payments, secure transactions and alternative 
payment brands for both eCommerce and mobile commerce, as well as proprietary solutions for banks and 
processors.

Consumer Authentication, Alternative Payments, Mobile, Big Data, Solution Design
Merchants and banks
United States, Europe and Africa

Products:
Customer focus:

Geographies:

Updated!
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

5 5 3 10

Total 23

Carta Worldwide offers digital transaction processing and enablement technologies, including cloud-based 
payments and host card emulation (HCE), tokenization, and value-added services such as digital offers, loyalty 
and stored value solutions. Carta empowers OEMs, banks, MNOs, merchants, program managers and others to 
enable existing cardholder accounts or issue new and innovative products for the digital world.

Cloud-Based Payments and Host Card Emulation (HCE),  
Tokenization, and Value-Added Services
OEMs, banks, MNOs, merchants, program managers
2007

Products:

Customer focus:
Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 40

Total 83

Cryptovision is a supplier of IT security solutions based on cryptography. The company specializes in lean add-
on components for integration with various IT systems.

Smart Card Middleware, JAVA Card Framework, PKI  
Defense, automotive, financial, government, retails, industry
2000

Products:
Customer focus:

Launch date:

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 30

Total 73

Daon is a provider of biometric identity assurance software products and services focused on meeting the 
needs of governments and large commercial organizations worldwide. Daon aims to support customers and 
system integrators in building enterprise solutions.

Government, commercial enterprises
Australia, Europe, Africa, the Middle East, Asia, and the Americas
2002

Customer focus:
Geographies:
Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 2 10

Total 52

eBureau is a provider of predictive analytics and information solutions. Its solutions are designed for sectors 
including financial services, higher education, insurance, automotive, telecom, and utilities and retail.

Marketing & Lead Management, Fraud Protection, 
Credit Risk Assessment, Collections & Recovery
Financial services, higher education, insurance, automotive, telecom & utilities, retail
$123 billion

Products:

Customer focus:
Customers/volume:

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 5 10

Total 55

Equifax is a consumer, commercial and workforce information solutions provider. The company organizes, 
assimilates and analyzes data on more than 800 million consumers and 88 million businesses worldwide. 
Its identity authentication solution features a five-step process which works by asking “intelligent questions” 
related to an applicant’s history. First performing an upfront validation of identity, all subsequent questions are 
tailored and specific to each individual applicant.

Retailers, insurance firms, utilities, government, 
banks, credit unions, other financial institutions
820 million customers and 91 million businesses
21 countries

Customer focus:

Customers/volume:
Geographies:

Channels Relying Parties Authentication  
Use Case

Authentiation  
Use Method

5 5 3 20

Total 33

EyeLock Inc. is an iris-based identity management technology company that focuses on developing systems 
for border control, logical access, global access control, and identity management sectors. It supports 
governments, businesses, and consumers through its distributors and partners.

Hardware and Software Solutions for Iris Identity
Governments, businesses, consumers
Europe, North America, United Arab Emirates, Lain America, Asia

Products:
Customer focus:

Geographies:

Updated!
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 20

Total 63

EyeVerify Inc. is the creator of the biometric solution, Eyeprint ID. The technology uses the existing cameras on 
mobile devices to image- and pattern-match the blood vessels in the whites of the eye and other micro features 
in and around the eye.

Eyeprint ID
Device manufacturers, financial institutions, government agencies, healthcare services
2012

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 5 30

Total 71

Facebanx has developed an integrated facial recognition technology that works via webcams, mobile phones 
and tablets. Facebanx uses cloud-based technology to allow multiple users unlimited access worldwide, either 
on a manual or automated basis. It is an ID verification solution in the registration, single sign-on and KYC 
process.

Face, Voice and Facial Recognition, Video Chat
Banking, payments, insurance, gambling industries,  
police, security and local government
2013

Products:
Customer focus:

Launch date:

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 5 20

Total 65

FacePhi provides facial recognition technology. The technology utilizes the camera on a user’s mobile device 
to take a selfie, which then becomes their method of identification and interaction with the bank’s mobile 
application.

SDK, Selphi
Financial institutions, government
2006

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

40 5 3 20

Total 68

Gemalto develops software and other technologies for businesses and governments intended to help with 
identity authentication and data protection to deliver secure digital services – from payment to enterprise 
security and the Internet of Things. Gemalto´s authentication, ID management, data encryption, and crypto 
management solutions enable organizations to protect sensitive information and also ensure compliance.

Financial services & retail, government, identity & access security,  
machine to machine, mobile, transport, training, buy online
190 countries
2006

Customer focus:

Geographies:
Launch date:

New!
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 5 20

Total 65

HID Global produces products, services, solutions, and know-how related to the creation, management, and 
use of secure identities. The company’s solutions include identity management, mobile authentication and 
secure transactions. Identity management is the digital identification and secure confirmation of a person or 
asset online. Unique identities can be confirmed and counterfeiters can be combated by using multi-factor 
authentication such as biometrics, tokens or digital certificates.

Access Control, Asset Tracking, Border Protection, Embedded Solutions, Identity 
Management, Secure Transactions
Banking & financial, education, enterprise & corporate, government, health care
100 countries

Products:

Customer focus:
Geographies:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

40 5 3 20

Total 68

HYPR is a provider of biometric authentication solutions that utilize existing cameras, fingerprint sensors, 
cameras and microphones on mobile devices.

Biometric Security SDK, Key Password Manager, Token
All (software developers, enterprises, device manufacturers)
2014

Products:
Customer focus:

Launch date:

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 20

Total 63

IdentityMind Global platform provides identity-based risk management, fraud prevention, and anti-money 
laundering services for online lenders, acquiring banks, payment processors, gateways, payment service 
providers, digital currency exchanges, financial institutions, and eCommerce merchants.

Online Fraud Prevention, Anti-Money Laundering, Merchant Risk
Online merchants, acquiring banks, payment processors and gateways, payments 
services providers, digital currency exchanges, and financial institutions

Products:
Customer focus:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 10

Total 53

IdenTrust is a provider of identity solutions to financial institutions, government agencies and corporations 
around the world. The company is part of HID Global and aims to help businesses manage risks associated 
with digital identity and verification.

Identity Solutions, Authentication, Encryption, Digital Signing
Banks, corporates, government, health care
175 countries

Products:
Customer focus:

Geographies:

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 10

Total 53

IDology, Inc. provides real-time technology solutions that aim to verify the identities and ages of consumers 
who are not present.

Financial services, tax, distance learning, health care,  
insurance, retail, gaming, telecommunications, eCommerce
United States, Canada, United Kingdom
2003

Customer focus:

Geographies:
Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 5 20

Total 65

Jumio is an identity management and credentials company. The company utilizes proprietary computer vision 
technology to verify credentials real-time web and mobile transactions. Jumio’s products are used by clients in 
the financial services, sharing economy, retail, travel and online gaming sectors.

Finance, retail, travel, sharing economy, gaming, telecommunications
130 countries
2012

Customer focus:
Geographies:
Launch date:

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 40

Total 83

Nok Nok Labs’ ambition is to transform authentication by enabling end-to-end trust across the web, using 
authentication methods that are natural to end-users and provide strong proof of identity. Its solutions are 
intended to remediate and unify authentication silos and provide organizations with greater flexibility to utilize 
strong authentication solutions in adaptable ways.

Multifactor Authentication Client Desktop & Client Edition, Server
Device manufacturers, mobile networks operators,  
identity service providers, security vendors
2011

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 5 30

Total 75

NuData Security, Inc. provides web security solutions to enterprises through proprietary behavior analytics and 
countermeasures. The company’s product, NuDetect, is used by eCommerce and banking companies around 
the globe.

Early Fraud Detection, Behavior Piercing, Behavioral Analytics,  
Web Fraud, Advanced Threat Detection
Fortune 100 companies
2008

Products:

Customers/volume:
Launch date:

Both Financial Institutions and Merchants Scorecard



© 2016 PYMNTS.com all rights reserved 50

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

40 5 3 20

Total 68

NXT-ID, Inc.’s MobileBio® solution is intended to mitigate consumer risks associated with mobile computing, 
m-commerce and smart OS-enabled devices. The company offers the MobileBio® suite of biometric solutions, 
which includes Wocket®; a smart wallet.

Wocket, 3DID, Facematch, Voicematch, Biocloud
Enterprises, financial institutions, government
2012

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 10

Total 53

SecureAuth provides access control solutions, allowing organizations to determine identities. SecureAuth™ IdP 
provides authentication security, sign-in and self-service tools together in a single platform.

Authentication security, single sign-in and user self-service
Financial institutions, health care, retail, government and other industries
2005

Products:
Customer focus:

Launch date:

New!

New!

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 20

Total 63

Sequent’s digital platform is designed to help banks, transit agencies and other issuers to digitize their credit, 
debit, transit, loyalty or ID cards. The Sequent Platform includes: token service platform, card and wallet 
management platform, and Trust Authority.

Cards & Apps, Tokenization, & HCE, Security
Banks, OEMs & MNOs, transit and access, merchants
2010

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 5 40

Total 81

Sift Science offers fraud detection systems, using large-scale machine learning technology to predict 
fraudulent behavior, leveraging a global network of fraud data. The solution is intended to catch fraud that is 
unique to different businesses and to train specific customer customized models to stop fraudsters in real 
time.

Machine Learning, Device Fingerprinting
Travel, digital cash, on-demand, online marketplace, eCommerce, payment gateway
2011

Products:
Customer focus:

Launch date:

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

40 1 5 20

Total 66

Tascent develops and deploys biometric identity products and solutions for real world environments. Tascent 
focuses on iris recognition and multimodal high-throughput and mobile biometrics stemming from its 
acquisition of AOptix Technologies’ Identity Solutions business unit.

High Throughput Iris Recognition, Mobile Identity
Borders and identity, law enforcement and public safety,  
defense and humanitarian aid, health care and personal data
2015

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 1 5 20

Total 61

TeleSign is a provider of mobile identity solutions and offers account security and fraud prevention with two-
factor authentication, based on each user’s mobile identity (phone number, device and behavior), which is 
driven by real-time global intelligence, including reputation scoring and device data.

Account Registration, Access and Usage Recovery, Smart Start Services
2005

Products:
Launch date:

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 30

Total 73

ThreatMetrix offers advanced fraud prevention and context-based security solutions. These solutions 
authenticate consumer and workforce access to mission critical applications using real-time identity and 
analytics.

Advanced Fraud Protection, Content-Based Authentication
eCommerce, financial institutions and FFIEC, enterprise,  
insurance, social networks, government, health care
2005

Products:
Customer focus:

Launch date:

Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 10

Total 53

Trulioo Information Services, Inc. is a global identity verification company that provides secure access to over 
200 unique and reliable data sources worldwide to instantly verify identities via a single API integration.

GlobalGateway
Financial services, banking, payments, remittance,  
foreign exchange, online trading and lending, and eCommerce
2011

Products:
Customer focus:

Launch date:

Both Financial Institutions and Merchants Scorecard
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Channels Relying Parties Authentication  
Use Case

Authentication  
Use Method

35 5 3 50

Total 93

Trustev, owned by Transunion, is a fraud prevention solution powered by technology that uses information 
surrounding a user’s behavior, device, email and social media when attempting to determine identity. Trustev 
provides services to retail, banking, digital goods, insurance, airlines and other travel-related companies.

ID Checks, Digital Data
Retail, banking, digital goods, airlines & travel, insurance

Products:
Customer focus:

Both Financial Institutions and Merchants Scorecard
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About

Feedback
If you would like to be included in this report and/or would like your information to be updated, please contact 
us at identitytracker@pymnts.com and we will send you the data sheet required for submission.

Socure is the leader in digital identity verification. Its technology applies machine-learning techniques with 
biometrics and trusted online/offline data intelligence from email, phone, IP, social media and the broader 
Internet to authenticate identities in real-time.

Socure bolsters CIP/KYC programs and AML/OFAC compliance for enterprises in the U.S., and powers 
financial inclusion verifying identities in over 180 countries, helping them to combat identity fraud, prevent 
account takeover, and increase consumer acceptance.

The company patented the Social Biometrics™ Platform, and its ID+ solution for consumer verification. ID+ can 
assess if a customer is real or fake at registration, login or time of payment. The system materially reduces 
fraud rates as well as both false positives and negatives. Socure also acts as an acceptance service helping 
businesses onboard younger (millennial) and unbanked/underbanked customers who would ordinarily be 
rejected by conventional identity verification methods.

Socure piloted its solutions with financial institutions, remittance and payment companies, shared economy 
marketplaces and eCommerce sites. The company has since established global channel partnerships with 
credit bureaus, identity verification vendors and other solution providers.

Socure was founded in 2012 and is based in New York City.

PYMNTS.com is where the best minds and the best content meet on the web to learn about “What’s Next” in 
payments and commerce. Our interactive platform is reinventing the way in which companies in payments 
share relevant information about the initiatives that shape the future of this dynamic sector and make news. 
Our data and analytics team includes economists, data scientists and industry analysts who work with 
companies to measure and quantify the innovation that is at the cutting edge of this new world.
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Disclaimer

The Digital Identity TrackerTM may be updated periodically. While reasonable efforts are made to keep 
the content accurate and up-to-date, PYMNTS.COM: MAKES NO REPRESENTATIONS OR WARRANTIES 
OF ANY KIND, EXPRESS OR IMPLIED, REGARDING THE CORRECTNESS, ACCURACY, COMPLETENESS, 
ADEQUACY, OR RELIABILITY OF OR THE USE OF OR RESULTS THAT MAY BE GENERATED FROM THE USE 
OF THE INFORMATION OR THAT THE CONTENT WILL SATISFY YOUR REQUIREMENTS OR EXPECTATIONS. 
THE CONTENT IS PROVIDED “AS IS” AND ON AN “AS AVAILABLE” BASIS. YOU EXPRESSLY AGREE THAT 
YOUR USE OF THE CONTENT IS AT YOUR SOLE RISK. PYMNTS.COM SHALL HAVE NO LIABILITY FOR ANY 
INTERRUPTIONS IN THE CONTENT THAT IS PROVIDED AND DISCLAIMS ALL WARRANTIES WITH REGARD 
TO THE CONTENT, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE, AND NON-INFRINGEMENT AND TITLE. SOME JURISDICTIONS DO NOT ALLOW THE 
EXCLUSION OF CERTAIN WARRANTIES, AND, IN SUCH CASES, THE STATED EXCLUSIONS DO NOT APPLY. 
PYMNTS.COM RESERVES THE RIGHT AND SHOULD NOT BE LIABLE SHOULD IT EXERCISE ITS RIGHT TO 
MODIFY, INTERRUPT, OR DISCONTINUE THE AVAILABILITY OF THE CONTENT OR ANY COMPONENT  
OF IT WITH OR WITHOUT NOTICE. 

PYMNTS.COM SHALL NOT BE LIABLE FOR ANY DAMAGES WHATSOEVER, AND, IN PARTICULAR, SHALL 
NOT BE LIABLE FOR ANY SPECIAL, INDIRECT, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, OR DAMAGES 
FOR LOST PROFITS, LOSS OF REVENUE, OR LOSS OF USE, ARISING OUT OF OR RELATED TO THE CONTENT, 
WHETHER SUCH DAMAGES ARISE IN CONTRACT, NEGLIGENCE, TORT, UNDER STATUTE, IN EQUITY, AT LAW, 
OR OTHERWISE, EVEN IF PYMNTS.COM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

SOME JURISDICTIONS DO NOT ALLOW FOR THE LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL 
OR CONSEQUENTIAL DAMAGES, AND IN SUCH CASES SOME OF THE ABOVE LIMITATIONS DO NOT 
APPLY. THE ABOVE DISCLAIMERS AND LIMITATIONS ARE PROVIDED BY PYMNTS.COM AND ITS PARENTS, 
AFFILIATED AND RELATED COMPANIES, CONTRACTORS, AND SPONSORS, AND EACH OF ITS RESPECTIVE 
DIRECTORS, OFFICERS, MEMBERS, EMPLOYEES, AGENTS, CONTENT COMPONENT PROVIDERS,  
LICENSORS, AND ADVISERS.

Components of the content original to and the compilation produced by PYMNTS.COM is the property of 
PYMNTS.COM and cannot be reproduced without its prior written permission. 

You agree to indemnify and hold harmless, PYMNTS.COM, its parents, affiliated and related companies, 
contractors and sponsors, and each of its respective directors, officers, members, employees, agents, content 
component providers, licensors, and advisers, from and against any and all claims, actions, demands, liabilities, 
costs, and expenses, including, without limitation, reasonable attorneys’ fees, resulting from your breach of 
any provision of this Agreement, your access to or use of the content provided to you, the PYMNTS.COM 
services, or any third party’s rights, including, but not limited to, copyright, patent, other proprietary rights, and 
defamation law. You agree to cooperate fully with PYMNTS.COM in developing and asserting any available 
defenses in connection with a claim subject to indemnification by you under this Agreement.


